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Scoil Charthaigh Naofa
Whole School Plan for School Email Usage
Introductory Statement
The Board of Management of Scoil Charthaigh Naofa recognises the importance of safe, professional and appropriate electronic communication. This policy forms part of the school’s overall ICT, Child Protection and Data Protection framework and sets out the agreed procedures governing the use of school email accounts.

School Philosophy
In keeping with the ethos of Scoil Charthaigh Naofa, all communication using school email systems should reflect respect, professionalism and care for the wellbeing of pupils, parents, staff and the wider school community.

Purpose of the Policy
The purpose of this policy is to ensure that school email accounts are used in a manner that supports teaching, learning and school administration while complying with:
· Department of Education guidance and circulars
· GDPR and Data Protection legislation
· Child Protection and Safeguarding requirements
· Staff wellbeing, including the Right to Disconnect

Ownership of School Email Accounts
All email accounts provided to staff are the property of the school and are issued solely for official school business. Staff should have no expectation of personal privacy when using school email systems.

Acceptable Use of School Email
School email accounts may be used only for professional communication related to teaching, learning and school administration. All communication must be professional, respectful and appropriate to a primary school context.

Unacceptable Use of School Email
School email accounts must not be used for personal, commercial or inappropriate purposes, or for the transmission of offensive, defamatory or confidential material.

Confidentiality and Data Protection
All staff must comply with the General Data Protection Regulation (GDPR) and Data Protection Acts. Personal data relating to pupils, parents or staff must be shared only on a strictly need-to-know basis and with authorised recipients.

Email Retention, Record Keeping and Professional Tone
School emails may form part of the official record of communication between the school and parents/guardians, staff and external agencies. Staff should ensure that email messages are clear, factual and written in a professional tone at all times. Where communication relates to sensitive issues (e.g. safeguarding concerns, pupil wellbeing, behaviour incidents or complaints), staff should avoid unnecessary detail, communicate only what is appropriate, and consult the Principal where required. Staff should also avoid informal language, humour, or emotional responses that could be misunderstood or escalate a situation.

Security, Attachments and Safe Sharing of Information
Staff must take reasonable steps to ensure that personal data is protected when sending or receiving emails. This includes verifying recipient addresses before sending, using school-approved systems for sharing documents, and avoiding the use of email for unnecessary transmission of sensitive personal information. Attachments containing personal data should only be shared where strictly necessary, and staff should ensure that files are stored securely and not downloaded to personal devices. Any suspected data breach, accidental disclosure, or suspicious email activity must be reported immediately to the Principal in line with the school’s Data Protection procedures.


Child Protection and Safeguarding
All email communication must comply with the school’s Child Protection and Safeguarding Statement and Children First: National Guidance for the Protection and Welfare of Children. Unauthorised electronic communication with pupils is not permitted.

Remote Working, Devices and Right to Disconnect (Revised)
Staff may access school email on school-issued laptops, including when working remotely, provided that devices are secure, password-protected and inaccessible to unauthorised persons at all times.
School email accounts must not be accessed on shared, public or unsecured devices, and staff must ensure that screens are not visible to unauthorised persons when working remotely.
In line with the Right to Disconnect, staff are not expected to access or respond to school emails outside of normal working hours, except in exceptional circumstances agreed in advance with school management.
These measures are in place to support staff wellbeing, protect confidential information and ensure compliance with Data Protection and Child Protection obligations.

Access, Monitoring and Oversight
The contents of school email accounts may be accessed by the Principal or authorised members of senior management where necessary, in a lawful, proportionate and appropriate manner.

Implementation
This policy will be communicated to all staff and implemented with immediate effect upon ratification by the Board of Management.

Review
This policy will be reviewed periodically by the Board of Management or sooner if a need arises.



















2. SHORT STAFF-FACING SUMMARY (1 PAGE)
Scoil Charthaigh Naofa
Staff Email Use – Key Points
· School email accounts are for official school business only
· Emails should always be professional, respectful and appropriate
· School email may be accessed on school laptops, including when working remotely
· Devices must be password-protected and secure
· School email must not be accessed on shared or public devices
· Screens must not be visible to unauthorised persons
· Staff are not expected to read or reply to emails outside working hours
· This supports the Right to Disconnect
· All communication must comply with GDPR and Child Protection procedures
· Email accounts remain the property of the school
If unsure about email use, staff should consult the Principal.











3. ALIGNMENT WITH DES & GDPR 
This policy is aligned with:
· GDPR (EU 2016/679) – lawful, fair and secure processing of personal data
· Data Protection Acts 1988–2018
· Department of Education guidance on ICT use and staff wellbeing
· Right to Disconnect (Work Life Balance and Miscellaneous Provisions Act 2023)
· Children First (2017) and the school’s Safeguarding Statement
The inclusion of remote working access via school-issued devices only, reflects best practice in:
· Data minimisation
· Access control
· Confidentiality
· Staff wellbeing












4. BOARD OF MANAGEMENT AMENDMENT & RATIFICATION NOTE
Board of Management – Amendment Record
Policy: School Email Usage Policy
Date of Review: ______________________
The Board of Management reviewed and approved amendments to the School Email Usage Policy to:
· Clarify access to school email on school-issued laptops
· Explicitly allow remote working, subject to security requirements
· Reinforce staff Right to Disconnect
· Strengthen protections against unauthorised access
· Ensure continued compliance with GDPR, DES guidance and safeguarding obligations
These amendments support staff wellbeing while maintaining high standards of data protection and professional communication.
Ratified by the Board of Management on: ______________________
Signed:______________________
(Chairperson, Board of Management)
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